Abstract-In this paper, we investigate opportunistic relay and jammer cooperation schemes in multiple-input multiple-output (MIMO) buffer-aided relay networks. The network consists of one source, an arbitrary number of relay nodes, legitimate users and eavesdroppers, with the constraints of physical layer security. We propose an algorithm to select a set of relay nodes to enhance the legitimate users' transmission and another set of relay nodes to perform jamming of the eavesdroppers. With Inter-Relay interference (IRI) taken into account, interference cancellation can be implemented to assist the transmission of the legitimate users. Secondly, IRI can also be used to further increase the level of harm of the jamming signal to the eavesdroppers. By exploiting the fact that the jamming signal can be stored at the relay nodes, we also propose a hybrid algorithm to set a signal-to-interference and noise ratio (SINR) threshold at the node to determine the type of signal stored at the relay node. With this separation, the signals with high SINR are delivered to the users as conventional relay systems and the low SINR performance signals are stored as potential jamming signals. Simulation results show that the proposed techniques obtain a significant improvement in secrecy rate over previously reported algorithms.
I. INTRODUCTION
In broadcast channels, secure transmission is difficult to achieve due to the broadcast nature of wireless communication systems. Traditional encryption techniques are implemented in the network layer. With complex algorithms, encryption keys which are nearly unbreakable are generated to ensure security while their costs are extremely high. To reduce the costs of encryption algorithms, researchers are investigating novel security techniques in the physical layer of wireless systems. Physical-layer security has been first illustrated in [3] from the viewpoint of information theory. The feasibility of physical-layer security has been discussed by Shannon at the theoretical level in the paper. Later on in [4] a wire-tap channel which can achieve positive secrecy rate has been proposed by Wyner under the assumption that the users experience a better channel than eavesdroppers. Since then, the wire-tap model along with other techniques such as the broadcast channel [5] , MIMO channels [6] , [7] , artificial noise [8] , beamforming [9] as well as relay systems [10] have been studied. In this work, we focus on multiple-antenna m relay systems and cooperation schemes [43] , [44] , [45] , [46] , [47] , [48] , [49] , [50] , [51] , [52] , [53] , [54] , [55] , [56] , [57] , [58] , [59] , [60] , [61] , [62] , [63] , [64] , [65] , [66] , [67] , [68] , [69] , [70] , [71] , [72] , [73] , [74] , [75] , [80] , [77] , [78] , [79] , [80] , [81] , [82] , [83] , [84] , [85] . involving relay and jamming strategies in relays equipped with buffers.
A. Prior and Related Work
In recent years [11] , the concept of physical-layer security with multiuser wireless networks has been investigated in numerous studies. Approaches to achieving physical-layer security include the design of transmit precoding strategies without the need for a secret key and the exploitation of the wireless communication medium to develop secret keys over public channels [86] , [87] , [88] , [89] , [90] , [91] , [92] , [93] , [107] , [95] , [96] , [97] , [98] , [99] , [100] , [101] , [102] , [103] , [104] , [105] , [106] , [107] , [108] , [109] , [110] , [111] , [112] , [113] , [114] , [118] , [116] , [117] , [118] , [119] , [120] , [121] , [122] , [123] , [124] , [125] , [126] , [127] , [128] , [129] , [130] , [131] , [132] , [133] , [134] , [135] , [136] , [137] . Relaybased cooperative systems [11] are an important evolution of secure transmission strategies that can further improve the performance of wireless systems. In this context, buffer-aided relay nodes have recently drawn much attention [12] , [13] and [14] due to their potential to further improve the secrecy rate in wireless transmissions as compared to standard relays. In our prior investigation with [15] , [16] and [17] we have reported precoding techniques [18] as well as buffer-aided relay system [19] which improve the secrecy rate performance in multiuser MIMO systems.
Prior work on buffer-aided relay systems with secure transmissions has been considered in half-duplex and full-duplex systems. In [12] , the system model is described as one source, one half-duplex decode-and-forward (DF) buffer relay and one destination. Regarding the availability of the channel state information at the transmitter (CSIT), two schemes with fixedrate transmission and mixed-rate transmission have been proposed. Based on the instantaneous signal-to-noise ratio (SNR) of the source-relay and relay-destination links a solution to the throughput-optimal problem has been reported [12] . In [13] , a max-ratio relay selection policy has been proposed to optimize the secrecy transmission rate with the consideration of exact and average gains of the eavesdroppers's channels. In [14] , a two-hop half-duplex buffer-aided relay system has been studied, where a relay selection which adapts reception and transmission time slots on the channel quality is proposed and the selection parameters are optimized to maximize the secrecy throughput or minimize the secrecy outage probability (SOP). Half-duplex systems can avoid the interference for the transmission at the relay nodes and their drawback lies in the requirement of two or more time slots for transmission, which decreases the transmission rate significantly.
Compared with half-duplex systems, full-duplex systems can provide a better performance in terms of transmission rate. An opportunistic relay scheme has been applied to bufferaided systems in [20] , [21] and [22] . In the opportunistic relay scheme, the inter-relay interference (IRI) is an important aspect that should be taken into account. In [20] , IRI cancellation has been combined for the first time with buffer-aided relays and power adaptation to mitigate IRI and minimize the energy consumption. With one source and one destination, a new relay selection policy has been analyzed in terms of outage probability and diversity. Furthermore, in [21] a distributed joint relay-pair selection has been proposed with the aim of rate maximization in each time slot. By exploring the feasibility of IRI cancellation at the relay nodes, it gives the threshold to avoid increased relay-pair switching and CSI acquisition. With relay selection, in [22] and [23] jammer selection as well as a joint relay and jammer selection have been proposed. In such systems, relays may obtain a better transmission rate for the legitimate users, whereas jammers can interfere in the transmission to the eavesdropper, resulting in improvement of the secrecy rate. There are very few works in the literature which consider cooperation between opportunistic buffer-aided relay schemes with jamming techniques.
B. Contributions
Our work focuses on the use of the interference among buffer-aided relays to assist the secure transmission to the users. The major contributions in our paper are:
• Novel multi-user relay systems with relay and jammer function selection to achieve high secrecy rates.
• Novel multi-user buffer-aided relay systems with signals stored in the buffers which are capable of jamming eavesdroppers to achieve high secrecy rate.
• Secrecy rate analyses of the proposed relay and jammer selection schemes The rest of this paper is organized as follows. In Section II, the system model and the performance metrics are introduced. A brief review of the buffer relay selection is included in Section III. The proposed relay and jammer function selection (RJF) as well as the buffer-aided RJF (BF-RJF) selection are introduced in Section IV. In Section IV, we discuss and present the simulation results. The conclusions are given in Section V.
C. Notation
Bold uppercase letters A ∈ C M×N denote matrices with size M × N and bold lowercase letters a ∈ C M×1 denote column vectors with length M . Conjugate, transpose, and conjugate transpose are represented by (·) * , (·) T and (·) 
II. SYSTEM MODEL AND PERFORMANCE METRICS
In this section, we introduce the buffer-aided relay system model and describe the data transmission. The problem statement is then presented along with the performance metrics used to assess the proposed and existing techniques. 1 gives a description of a transmitter with N t antennas used to transmit the data streams to M users along with N eavesdroppers. With T relays and K jammers, in each time slot the selected relays and the eavesdroppers receive the signal from both the source and the jammers. Note that the signals from the jammers are the signals transmitted in the previous time slots. They exploit the buffers at the relay nodes. Each relay and jammer is equipped with N i and N k antennas. At the receiver side each user and eavesdropper is equipped with N r and N e receive antennas. In this system, we assume that the eavesdroppers do not jam the transmission of each user, relay or jammer and that the eavesdropper channel is a flat-fading MIMO channel. The quantities H i ∈ C Ni×Nt and H e ∈ C Ne×Nt denote the channel matrix from the source directly to the ith relay and the eth eavesdropper, respectively. The quantities H ke ∈ C Ne×N k and H kr ∈ C Nr×N k denote the channel matrix of the eth eavesdropper to the kth jammer and rth user to the kth jammer, respectively. The channel between the kth relay to the ith relay is described by
A. System Model
Nr×1 represents the data symbols to be transmitted corresponding to each user in time slot t. The total transmit signal at the transmitter can be expressed as
. In each phase the received signal y (t) i ∈ C Ni×1 at each relay node can be expressed as
In (1), the superscript (·) (pt) represents the previous time slot when the signal is stored as a jamming signal in the buffer at the relay nodes. The second term H ik y (pt) k is regarded as the inter-relay interference (IRI) between the ith relay and the kth relay. The received signal y (pt) k is determined as the jamming signal according to a signal-to-interference-plus-noise ratio (SINR) criterion illustrated in the paper. With the theorem in [20] , IRI can be eliminated. The received signal at the eth eavesdropper is given by
where for the eavesdropper, the second term H ek y (pt) k acts as the jamming signal and this jamming signal can not be removed without the knowledge of the channel from the kth jammer to the eth eavesdropper.
In (1) and (2), the IRI term between relay nodes or the jamming signal to the eavesdropper is also the transmit signal from the relays nodes to the destination. We assume that the transmit signal from the relay nodes is described by r (t) =
. Note that the superscript (·) (pt) represents the previous time slot due to the nature of relay nodes with buffers. The values for the ith relay node can be different so the previous time slot is represented by (·) (pti) . The received signal at the destination is expressed as
Depending on the cancellation of the IRI at the relay nodes, two types of schemes can be applied. Without IRI cancellation, based on (1) the SINR at relay node i is given by
where ϕ(k, i) is the factor indicating the performance of IRI cancellation which we will discuss later and γ m,n represents the instantaneous received signal power for the link m −→ n:
Note that the superscript H (pt) i is applied due to the nature of the signal stored in the buffers. The SINR at the eavesdropper node e Γ (t) e as well as the legitimate user r Γ (t) r can be expressed as Γ
and
where in (7) and (8) we have
If the IRI cancellation can be performed at the relay node, ϕ(k, i)γ R k ,Ri = 0 and the SINR at relay node i, eavesdropper e and receiver r can be expressed, respectively, as
According to [20] , the feasibility of IRI cancellation in singleinput-single-output (SISO) channels is considered. When we consider the MIMO scenario with the same definition the factor ϕ(k, i) can be expressed as,
When interference cancellation is feasible, ϕ(k, i) = 0, the interfering signal is firstly decoded and then subtracted at the relay prior to the decoding of the source signal. In this case, the received signal at the relay node is not affected by the IRI.
B. Problem Formulation
In this subsection, we present the problem formulation and describe the main performance metrics used to assess the performance of the proposed algorithms.
The MIMO system secrecy capacity without consideration of interference is expressed as [7] :
In (15) Q s is the covariance matrix associated with the signal and H ba and H ea represent the links between the source to the users and eavesdroppers, respectively. For the relay system [22] , according to (1) and (3), with equal power P allocated to the transmitter and relay, the achievable rate of the users can be expressed as
and the Γ (t) r according to (8) is given as
Similarly, for eavesdropper e the achievable rate assuming global knowledge for all the links is given by
and Γ
(t)
e according to (7) is described by
where
With (16) and (18) the secrecy rate for the multiple users is expressed as
where [x] + = max(0, x). Our objective is to develop an algorithm to select the best set of relay nodes to perform relay or jammer functions in order to maximize the secrecy rate. Then, the optimization problem can be formulated as
where Ψ represents the relay node poll. The quantities k and i denote the selected relay and jamming function nodes, respectively.
III. BUFFER-AIDED RELAY AND JAMMER FUNCTION SELECTION (BF-RJFS)
In this section a novel relay and jammer function selection policy based on the max-ratio relay selection policy in [13] and SINR criterion in [23] is proposed.
A. Motivation
The aforementioned max-min and max-link relay selection policy are effective in improving the transmission rate in the relay system, but the eavesdropper is not taken into consideration. Thus, we apply the max-ratio relay selection which considers the existence of an eavesdropper. Unlike the maxratio relay selection policy, for relay selection we use the SINR criterion. To further enhance the secrecy rate performance, we assume the system operates in an opportunistic scheme so that the relay can also act as a jammer to the eavesdropper. In the following, we will give the details of the proposed algorithm.
B. Algorithm Description
We assume that the total number of relay nodes is Q. To apply the opportunistic scheme in the system, an initial state is set in each relay according to the SINR without jamming:
where the jamming relay nodes also transmit the signals to the users, the selected relay can be either best SINR performance ones which will benefit for the legitimate users transmission or worst SINR performance ones which provide jamming to the eavesdropper. Here we choose relays with the best SINR performance. When the K relays that forward the signals to the users are determined, the relays used for signal reception are chosen based on the SINR criterion, as given by
where φ m represents the selected relays and Γ
(t)
m is the SINR corresponding to the mth relay which is calculated based on (4) and is given by
with the SINR calculated for the eth eavesdropper described by
Here the selection of the T relays used for signal reception is described. The selection of the set of jamming relays is performed simultaneously. Apart from the T selected relays, the rest of the relays are selected with the SINR criterion:
n is the SINR corresponding to the nth relay which is calculated based on (8) and is given by
With the SINR calculated for the eth eavesdropper given by
Then the relays used for jamming in the next time slot are selected. With a loop of the selection of receiving relays and jamming relays the system can provide a better secrecy performance as compared to conventional relay systems. In Algorithm 1 the main steps are detailed.
IV. SIMULATION RESULTS
In the simulations, a system with N t = 6 transmit antennas, M = 3 users and N = 3 eavesdroppers is considered. The total number of relays is set to Q = 6 and among them T = 3 and K = 3 relays nodes are selected. Each user, eavesdropper and relay node is equipped with N r = 2, N e = 2, N i = 2 and N k = 2 receive antennas.
In Fig. 2 , in a single-antenna scenario, the secrecy performance with the proposed algorithm is better than that with the conventional algorithm. With IRI cancellation, the secrecy rate is better than the one without IRI cancellation. Compared with single antenna scenario, the multi-user MIMO system contributes to the improvement in the secrecy rate. In addition, the proposed algorithm with the selected set of buffer-aided relays (SBF) selection policy is better than the conventional buffer-aided relay selection (BF). Fig. 2 , the power allocation technique is implemented and the parameter η indicates the power allocated to the transmitter. If we assume in the equal power scenario that the power allocated to the transmitter as well as relays are both P , then the power allocated to the transmitter is ηP and the power allocated to the relays is (2 − η)P . From Fig. 2 we can see that with more power allocated to the transmitter the secrecy rate will decrease. Comparing (a) with (b), when η < 1.5 the secrecy rate performance in IRI cancellation scenario is better than that without IRI cancellation. When η > 1.5 and without IRI cancellation, the secrecy rate can achieve a better performance.
Algorithm 1 BF-RJFS Algorithm
for k = 1 : K do for q = 1 : Q do Γ q = arg max q∈Ψ det(H q H q H ) end for Γ k 0 = Γ q Q 0 = [1 2 · · · q − 1 q + 1 · · · Q] end for Q = Q 0 loop for i = 1 : T do for m = 1 : Q 0 do Γ (t) m = (I + ∆ ′ m ) −1 (H m H H m ) Γ (t) e = (I + ∆ ′ e ) −1 ( P Nt H e H e H ) φ m = arg max m∈Ψ (I + Γ (t) e ) −1 (I + Γ (t) m ) Q 1 = [1 2 · · · m − 1 m + 1 · · · M ] end for end for for k = 1 : K do for n = 1 : M 1 do Γ (t) n = H nr H (pt) n H (pt) n H H H nr Γ (t) e = (I + ∆ ′′ e ) −1 ( P N k H ne H (pt) n H (pt) n H H H ne ) φ n = arg max n∈Ψ (I + Γ (t) e ) −1 (I + Γ (t) n ) Q 0 = [1 2 · · · n − 1 n + 1 · · · M ] end
V. CONCLUSION
In this work, we have proposed algorithms to select a set of relay nodes to enhance the legitimate users' transmission and another set of relay nodes to perform jamming of the eavesdroppers. The proposed selection algorithms can exploit the use of the buffers in the relay nodes that may remain silence during the data transmission. Simulation results show that the proposed buffer-aided relay and jammer function selection (BF-RJFS) can provide a better secrecy rate performance in a multiuser MIMO relay system than existing buffer-aided relay systems. 
